
 

 

  

   
 

 

 

 

 

 

 

 

 

 

 
 

Dear GP Practice colleagues 

 

Transfer of ICT services to SWL 

As you may be aware, NEL Commissioning Support Unit (NEL CSU) ceased to operate as an 

arm’s length service organisation of NHS England and Improvement from 1st July 2022. NHS 

England and Improvement has disaggregated the services previously being provided by NEL CSU 

and has engaged South West London CCG/ICB (SWL) to provide the following ICT services to 

various customers, including you: 

ICT Services as defined in your existing contract and/or Service Level Agreement # 

(ICT Services) 

SWL will provide these services from 1 July 2022. 

Data protection obligations 

In the provision of the ICT Services, you are a “controller” in relation to the personal data 

processed and SWL will be acting as your “processor”, for the purposes of the UK General Data 

Protection Regulation (UK GDPR) and the Data Protection Act 2018.  

With effect from 1 July 2022 (Effective Date), the data processing terms attached (in accordance 

with Article 28 of the UK GDPR) will apply to SWL’s provision of the ICT Services to you. These 

are designed solely to ensure that both your practice and SWL properly discharge their 

responsibilities under data protection law. 

If you have any objections to the terms attached to this letter, please do let us know within 5 

working days of the date of this letter.  

If you continue to access the ICT Services, we will proceed on the basis that the terms attached 

are accepted by you as controller, and will provide the ICT Services on those terms, and expect 

you to comply with the terms applicable to you. 

 

 



 
 

   
 

 

 

Contacting us 

If you have any concerns or issues in relation to the data protection aspects of the ICT Services 

please contact swl.igandfoiteam@swlondon.nhs.uk 

We look forward to working with you. 

Yours sincerely, 

 

 
 
Sam Ball  
Director of IT (Acting) 
NHS South West London  
South West London Integrated Care System 
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Data Processing Terms 

THESE DATA PROCESSING TERMS are made on 1st July 2022 

Parties 

(1) NHS South West London Integrated Care Board of 3rd Floor 120 The Broadway London 
SW19 1RH (SWL); and 

(2) GP Practices (Customer). 

Each a Party, together the Parties. 

1 Definitions 

Commissioner means, where applicable, the Clinical Commissioning 
Group/Integrated Care Board commissioning the ICT 
Services on the Customer’s behalf; 

Controller has the meaning given to it by the Data Protection 
Legislation and for the purposes of these Data Processing 
Terms is the Customer; 

Controller Data means the information, including Personal Data, which is 
Processed by the Processor on behalf of the Controller 
further to the provision of the ICT Services; 

Data Protection 
Impact 
Assessment 

means an assessment by a Controller of the impact of the 
envisaged Processing on the protection of Personal Data; 

Data Protection 
Legislation 

means all applicable data protection and privacy legislation 
in force from time to time in the United Kingdom (UK) 
including without limitation the UK GDPR; the Data 
Protection Act 2018 (and regulations made thereunder) 
(DPA 2018); the Privacy and Electronic Communications 
Regulations 2003 (SI 2003/2426) as amended; and the 
guidance and codes of practice issued by the Information 
Commissioner and which are applicable to a Party; 

Data Subject has the meaning given to it by the Data Protection 
Legislation; 

Effective Date means the 1 July 2022; 

EIR means the Environmental Information Regulations 2004; 

FOIA means the Freedom of Information Act 2000; 

ICT Services ICT Services as defined in your existing contract and/or 
Service Level Agreement 



 
 

   
 

Information 
Commissioner 

means the UK’s Information Commissioner’s Office, as 
defined in section 3(8) of the DPA 2018; 

Personal Data has the meaning as set out in the Data Protection 
Legislation and for the purposes of these Data Processing 
Terms: (a) includes Special Category Personal Data; and 
(b) consists of the types of Personal Data set out in the 
Appendix; 

Personal Data 
Breach 

has the meaning as set out in the Data Protection 
Legislation; 

Processor has the meaning given to it by the Data Protection 
Legislation and for the purposes of these Data Processing 
Terms is SWL; 

Processing has the meaning as set out in the Data Protection 
Legislation and “Process” and “Processed” shall be 
construed accordingly; 

Special 
Category 
Personal Data 

has the meaning set out in the Data Protection Legislation 
and for the purposes of these Data Processing Terms: (a) 
shall include information relating to criminal convictions 
and offences; and (b) consists of the types of Special 
Category Personal Data set out in the Appendix; 

Sub-processor means any third party appointed to Process Personal Data 
on behalf of the Processor related to these Data 
Processing Terms; 

Term has the meaning set out in clause 9 of these Data 
Processing Terms; 

UK GDPR has the meaning given to it in section 3(10) (as 
supplemented by section 205(4)) of the DPA 2018. 

2 Compliance with the Data Protection Legislation 

2.1 The Parties shall each duly observe all their obligations under the Data Protection 

Legislation, which arise in connection with these Data Processing Terms and shall not 

perform their obligations in such a way as to cause the other Party to breach any of its 

obligations under the Data Protection Legislation.  

2.2 The details of the Processing, including the types of Personal Data and categories of Data 

Subjects, are set out in the Appendix to these Data Processing Terms.  

2.3 These Data Processing Terms only apply to the Processing details set out in the Appendix 

and do not apply to:  

2.3.1 any separate data processing agreements, or other information sharing 

arrangements, between the Parties; or 



 
 

   
 

2.3.2 the Controller Data to the extent that it is not Personal Data. 

2.4 These Data Processing Terms are designed solely to ensure that the Parties properly 

discharge their responsibilities under the Data Protection Legislation. They do not set out 

commercial terms relating to any services that may be documented elsewhere. To the 

extent that there is any uncertainty or contradiction as to the Parties’ responsibilities as 

regards compliance with the requirements of Data Protection Legislation, these Data 

Processing Terms shall prevail. 

3 Controller’s obligations 

3.1 The Controller retains control of the Personal Data and remains responsible for its 

compliance obligations under the Data Protection Legislation, including but not limited to, 

providing any required notices and obtaining any required consents, and for the written 

Processing instructions it gives to the Processor from time to time. 

3.2 The Controller is legally responsible for the Personal Data, even when it is Processed by 

the Processor, and it must take steps to ensure its information assets remain protected, the 

liabilities and risks are appropriately managed and Personal Data is Processed lawfully. 

3.3 The Controller shall not instruct the Processor to Process the Personal Data (or permit 

instructions to be given on its behalf) under these Data Processing Terms where it does not 

have a lawful basis to Process that Personal Data.  

4 Processor’s obligations 

4.1 The Processor will only Process the Personal Data in accordance with these Data 

Processing Terms and shall:  

4.1.1 only Process the Personal Data for the purpose of performing its obligations in 

relation to the ICT Services or on other documented instructions from the Controller 

or, where applicable, the Commissioner, unless the Processing is required by 

applicable laws to which the Processor is subject, in which case the Processor shall 

to the extent permitted by such applicable laws inform the Controller and/or 

Commissioner of that legal requirement before Processing; 

4.1.2 comply promptly with any written instructions from the Controller or, where 

applicable, the Commissioner requiring the Processor to amend, transfer, delete or 

otherwise Process the Personal Data, or to stop, mitigate or remedy any 

unauthorised Processing; 

4.1.3 notify the Controller or, where applicable, the Commissioner without undue delay if 

it considers that any of their instructions infringe the Data Protection Legislation; 

4.1.4 reasonably assist the Controller to comply with its obligations under the Data 

Protection Legislation, taking into account the nature of the Processor’s Processing 



 
 

   
 

and the information available to the Processor, including but not limited to those 

obligations relating to: 

(a) security of Processing; 

(b) notification of a Personal Data Breach to the Information Commissioner; 

(c) communication of a Personal Data Breach to the Data Subject; and 

(d) Data Protection Impact Assessments and any subsequent consultations with the 

Information Commissioner; 

4.1.5 carry out adequate due diligence for the duration of the Term to ensure that it is 

able to comply with the obligations imposed on it under these Data Processing 

Terms; 

4.1.6 notify the Controller without undue delay if it receives a request from a Data Subject 

under the Data Protection Legislation in respect of the Personal Data and assist the 

Controller by appropriate technical and organisational measures, insofar as 

possible, for the fulfilment of the Controller's obligations to respond to requests for 

exercising the Data Subject's rights laid down in the Data Protection Legislation;  

4.1.7 notify the Controller without undue delay upon becoming aware of a Personal Data 

Breach affecting the Personal Data, providing the Controller with sufficient 

information to allow it to meet its obligations under the Data Protection Legislation 

and assist the Controller, as directed, in the investigation, mitigation and 

remediation of such Personal Data Breach; 

4.1.8 not transfer Personal Data outside the UK without obtaining the prior written 

consent of the Controller. 

4.2 The Processor will keep detailed, accurate and up-to-date written records regarding the 

Processing of Personal Data in relation to the ICT Services, in accordance with Article 30(2) 

of the UK GDPR, including details of the categories of Processing carried out, a description 

of the technical and organisational security measures in place to protect the Personal Data 

and, where applicable, transfers of the Personal Data outside the UK.  

5 Security 

5.1 The Processor shall:  

5.1.1 put in place appropriate technical and organisational measures to ensure the 

protection of the Personal Data against the accidental loss or destruction of or 

damage to the Personal Data, having regard to the specific requirements set out in 

these Data Processing Terms, the state of technical development and the level of 

harm that may be suffered by the Controller and/or by a Data Subject whose 



 
 

   
 

Personal Data is affected by such unauthorised or unlawful Processing or by its 

loss, damage or destruction; 

5.1.2 take all reasonable steps to ensure the reliability of all persons authorised to access 

the Personal Data and ensure that all staff engaged have had appropriate pre-

employment checks, understand the confidential nature of the Personal Data, are 

subject to obligations of confidentiality and have received appropriate training in the 

relevant Data Protection Legislation prior to their Processing of the Personal Data; 

5.1.3 ensure that access to the Personal Data is restricted by organisational controls to 

individuals whose access is necessary in order to meet the Controller’s or, where 

applicable, the Commissioner’s instructions and the Processor's obligations in 

relation to the ICT Services; 

5.1.4 put procedures in place to monitor access to the Personal Data and to identify 

unauthorised and unlawful access and use of the Personal Data; 

5.1.5 keep all electronically-held Personal Data on a secure environment and ensure that 

measures are implemented to ensure the confidentiality, integrity, and availability of 

the Personal Data. 

5.2 The Processor must ensure that any cloud based service it uses in the provision of the ICT 

Services meets the appropriate NHS Digital cloud computing standards. 

5.3 The Controller gives its general consent to the Processor’s use of portable media and 

devices, such as laptops, to store the Personal Data, provided that: 

5.3.1 all portable media used for storage or transit of the Personal Data must be fully 

encrypted to the minimum standard required by NHS Digital in full compliance with 

the Data Security and Protection Toolkit; and 

5.3.2 portable media must not be left unattended at any time (e.g. in parked cars or in 

unlocked and unoccupied rooms).  

5.4 The Processor shall not allow personnel to hold the Personal Data on their own personal 

computers. 

5.5 The Processor shall not transmit the Personal Data by email except as an attachment 

encrypted to 256 bit AES standards or between NHSmail email accounts. 

6 Sub-processors 

The Processor may engage Sub-processors and the Controller provides a general consent 

to this. The Processor shall ensure that any Sub-processors are engaged under a written 

contract, imposing equivalent data protection obligations as set out in these Data 

Processing Terms, and remains liable to the Controller for compliance of any Sub-



 
 

   
 

processor engaged. The Controller may ask for details of any Sub-processors from time to 

time and the Processor will take account of any objections to choices of Sub-processor.  

7 Secure disposal of Personal Data 

7.1 Subject to clauses 7.2 to 7.4 below, at the end of the Term, the Controller or, where 

applicable, the Commissioner may require the Processor to:  

7.1.1 return all Personal Data to the Controller or, where applicable, the Commissioner, 

or transfer such Personal Data to a third party, and delete all existing copies, or 

procure such deletion; or  

7.1.2 securely destroy such Personal Data, unless an applicable law requires storage of 

the Personal Data but only to the extent and for such period as required by such 

law. 

7.2 The Controller acknowledges that the manner in which data has been formatted and the 

nature of the services provided across multiple geographical areas means that it may not 

be possible to delete or return Personal Data where aspects of the data continue to be 

Processed for other Controllers. Where the Processor ceases to provide the ICT Services 

to the Controller, the Controller acknowledges that the Processor may not delete or return 

the Personal Data until it is technically able to do so, and the Parties’ obligations associated 

with that data shall continue until such time as the data is deleted or returned. 

7.3 The Processor will not destroy the Personal Data unless it has received specific instruction 

to do so from the Controller or, where applicable, the Commissioner. When instructed to 

destroy Personal Data the Processor shall ensure that: 

7.3.1 Personal Data held in paper form (regardless of whether originally provided by the 

Controller, the Commissioner or printed from the Processor’s IT systems) is 

destroyed using a cross-cut shredder or subcontracted to a confidential waste 

company that complies with European Standard EN15713; 

7.3.2 electronic storage media used to hold or Process Personal Data is destroyed or 

overwritten to current CESG standards as defined by the National Cyber Security 

Centre at https://www.ncsc.gov.uk/; and 

7.3.3 it provides the Controller or, where applicable, the Commissioner with copies of all 

relevant overwriting verification reports and/or certificates of secure destruction of 

the Personal Data at the conclusion of the ICT Services. 

7.4 The Processor may retain Personal Data outside of instructions from the Controller or, 

where applicable, the Commissioner provided that: 

7.4.1 such retention is necessary due to a continuing statutory, regulatory or contractual 

obligation imposed on the Processor with respect to such Personal Data; 



 
 

   
 

7.4.2 the Controller and/or Commissioner is informed of such retention, where the 

Processor is lawfully able to do so;  

7.4.3 the Processor promptly complies with any instruction made under clause 7.1 above 

as soon as such statutory and/or contractual obligation ceases to apply to the 

Processor; and  

7.4.4 where lawfully able to do so, the Processor keeps the Controller and/or 

Commissioner informed of the Personal Data it continues to retain, by notifying the 

Controller and/or Commissioner in writing at least once a year for so long as the 

Processor continues to retain such Personal Data. 

 

8 Audits 

8.1 The Processor will make available to the Controller on request all information necessary to 

demonstrate compliance with these Data Processing Terms (including confirmation of its 

annual submission of the Data Security and Protection Toolkit), and allow for and contribute 

to audits by the Controller, or an auditor mandated by the Controller. 

8.2 Such audits shall take place at intervals no greater than annually during the Term. 

8.3 If the Controller undertakes an audit, it shall give the Processor reasonable notice of such 

audit and shall make (and ensure that each of its mandated auditors makes) reasonable 

endeavours to avoid causing (or, if it cannot avoid, to minimise) any damage, injury or 

disruption to the Processor’s premises, equipment, personnel and business in the course of 

such an audit. 

9 Term and expiry 

These Data Processing Terms shall remain in force from the Effective Date until the 

Processor ceases to provide the ICT Services, and thereafter until all Personal Data has 

been deleted or returned to the Controller or, where applicable, the Commissioner in 

accordance with clause 7 (Term). 

10 Freedom of Information 

10.1 The Parties acknowledge that the Processor is subject to the requirements of FOIA and EIR 

and the Controller may also be subject to such requirements. 

10.2 Where applicable, the Parties shall assist and co-operate with each other to enable the 

other to comply with its disclosure obligations under FOIA and EIR and agree that: 

10.2.1 where the Controller is subject to the requirements of FOIA and EIR, information 

about the ICT Services, these Data Processing Terms, and any Controller Data 

held by the Processor on the Controller’s behalf may be subject to the Controller’s 

obligations under FOIA or EIR, and in such cases the ultimate decision on whether 

Commented [LD1]: I have altered this slightly to apply 
to the extent the Customer is subject to FOIA/EIR, on 
the basis that some of the customer organisations may 
not be. 



 
 

   
 

any exemption under FOIA or exception under EIR applies to any information lies 

with the Controller; and 

10.2.2 information about the ICT Services and these Data Processing Terms (excluding 

the Controller Data) may be subject to the Processor’s obligations under FOIA and 

EIR, and in such cases the ultimate decision on whether any exemption under 

FOIA or exception under EIR applies to any information lies with the Processor. 

10.3 Where the Controller is subject to such requirements and receives a request under FOIA or 

EIR in relation to the ICT Services or these Data Processing Terms, it shall consult the 

Processor and consider the Processor’s views when deciding whether to disclose 

information further to that request. However, the final decision about the disclosure of 

information or application of exemptions shall rest solely with the Controller. 

  



 
 

   
 

Appendix to Data Processing Terms 

This Appendix to the Data Processing Terms includes certain details of the Processing of Personal 
Data by the Processor, as required by the Data Protection Legislation. 
 
 
 
 
 

The subject 
matter of the 
Processing 

The Processor will Process the Personal Data defined below 
in the provision of the ICT Services.  

The nature of the 
Processing 

The nature of the Processing will include: the collection, 
storage, dissemination and destruction of Personal Data.  

The purpose of 
the Processing 

For the purposes of the ICT Services, to allow the Controller 
to fulfil its statutory, regulatory and contractual duties and 
functions in the provision of healthcare services. 

The duration of 
the Processing 

Personal Data will be Processed for the duration of the Term. 
Some Personal Data may be deleted earlier on the 
instructions of the Controller or, where applicable, the 
Commissioner, e.g. in order to comply with the Records 
Management Code of Practice 2021. 

The types of 
Personal Data to 
be Processed 
and the 
categories of 
Data Subjects 

 

Patients of the Controller: name; address; postcode; NHS 
number; email address; telephone number; date of birth; next 
of kin; emergency contacts; safeguarding information; child 
protection information; medical records; and Special 
Category Personal Data (health information, race/ethnic 
origin, religious beliefs, information about sex life and sexual 
orientation and criminal convictions and offences). 
Controller’s employees: name; address; postcode; personal 
email address; personal telephone number; date of birth; 
dependants; next of kin; emergency contacts; National 
Insurance number; job role; qualifications; place of work; 
professional opinions; previous employment information; 
recruitment information such as CV or job application; copy of 
driving licence; right to work information; tax / pension / 
benefits records; financial / payroll information; any 
information provided as part of an incident or service request; 
and Special Category Personal Data (health information, 
race/ethnic origin, religious beliefs, information about sex life 
and sexual orientation and criminal convictions and 
offences). 

 

 

 
 


